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WiFi Tracking






Project description




To be determined.






Documents




Some information on WiFi tracking technology will be added here.


	 Paper on technological principles of WiFi tracking: https://www.distributed-systems.net/my-data/papers/2017.wifi.pdf


	 Twitter post by Jilles on WiFi Tracking: https://twitter.com/jilles_com/status/1226614711346716677








MAC Address flooding




WiFi tracking is mostly based on MAC address tracking. To confuse or mislead tracking systems MAC address flushing/flooding might be an idea. 




To realize MAC address flooding, the possibility of sending beacon frames with an ESP8266 might come in handy. Needs some research.






Fun Facts


	 MAC addresses starting with 00:20:91 identify as issued by NSA.
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